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Jak mize Cisco pomoci s DORA compliance

Rizeni rizik

Hlaseni incidentt
ICT

Testovani digitalni
provozni odolnosti

Rizeni rizik tietich stran
v oblasti ICT

Sdileni
informaci

1.

2.

3.

4,

5.

Vedouci pracovnici finanénich
subjektd musi definovat, provadét
a dohlizet na strategie rizik ICT a
zajistit dodrzovani predpist DORA
a osobni odpovédnost.

Finan¢ni subjekty musi
monitorovat, klasifikovat a hlasit
incidenty ICT a poddvat podrobné
zpravy o

kritickych pfipadech.

Podporuje bezpecny pfistup
tretich stran, posouzeni rizik a
pribézné monitorovani aktivit
poskytovateld.

DORA klade diiraz na fizeni rizik
tretich stran a vyzaduje, aby
finanéni subjekty zajistily, ze
poskytovatelé ICT splfuji pfisné
standardy.

Finanéni subjekty se musi ucit z
incidentd v oblasti ICT a mohou
dobrovolné sdilet

informace o hrozbach

a zaroven chranit citliva data.

Pomaha organizacim
identifikovat, monitorovat a
zmirfiovat rizika ICT pomoci
Integrovanych bezpecnostnich
feseni.

Usnadriuje rychlou detekci,
klasifikaci a zefektivnéné hlaseni
incidentt ICT pfislusnym tfaddm.

Umozniuje komplexni
testovani systémi za ucelem
posouzeni zranitelnosti

a posileni provozni odolnosti.

Podporuje bezpecny pristup
tretich stran, posouzeni rizik a
pribéZné monitorovani aktivit
poskytovatel(.

Podporuje bezpe¢nou
spolupraci a efektivni sdilen{
udajtl o shodé s predpisy.
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CISCO XDR

Complexity, simplified
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CIso Al-powered Threat hunting,
. detection investigation, forensics
SOC Director User

SecOps Analyst Interface

Cisco XDR Platform
Incident Responder

Your infrastructure

Response © Third-party tools

Intelligence

Third-party
interface SIEM/SOAR

R L OS5 500 threat researchers + Al-powered algorithms
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Network Endpoint Email Cloud Apps Identity

Cisco Telemetry

Multi-vector detection with unmatched data across Clear prioritization with behavioral analytics
humans, machines, and services and identity first platform

conjorum

seminare

Others

Third-party Managed

telemetry /ﬁ services

Automated playbooks and response guidance accelerated
with Generative Al assistant




Ensure resilience with
automated response and
recovery
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Cisco Secure Network
Analytics
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Secure Network Analytics

Understand what is Be alerted to Respond to
every entity every conversation normal anomalous behavior threats quickly

Branch

/N N\

Roaming Users Network Data center Users

Cisco Secure Network Analytics

© CN

Comprehensive Advanced threat Streamlined incident
visibility detection response

Full network visibility Multi-layered analytics Automated response for
with enriched contextual for high-fidelity threat rapid threat containment
insight detection
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Cisco Secure Access

Modern Zero Trust Enforcement

Cisco Secure Access

*% &

Remote users Cisco Internet
Secure Access

@ Most complete security service edge (SSE) solution /,Eﬁ

accelerates your SASE journey
Managed and REENET S

unmanaged devices

0

On Premise, Users, Devices

& Things (10T) From anywhere To anythlng Private apps
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Cisco Secure Access

()
Secure Web Cloud Access Security @ Zero Trust
Gateway Broker (CASB) and Network
Access (ZTA)

(SWG) DLP

ﬂ%}

Sandbox Talos Threat VPN as a

Advanced
Intelligence Service

\EIEIS]
protection

DNS Multimode
Security DLP

Firewall as a
Service (FWaaS)

and IPS

©
Digital Remote

Experience Browser
Monitoring* Isolation*

* Included in the unified experience / separatelicense (optional)

d/or its affliates. Allrights reserved. CiscoPublic
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DUO MFA/ CSPM

Duo Identity & Access Management (IAM)
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Security-First End to end Unified Identity
Identity phishing resistance intelligence

World-class user experience

alialn
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Passport ‘ |
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to Use Another
the web application web access
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Frustrate attackers,
not users.

Cisco
Secure Cisco XDR
Access

Cisco Duo
IAM

User Trust Level

TRUSTED NEUTRAL UNTRUSTED
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Next-Generation Firewall

Price-performance leader Leader

Inspected throughput The Forrester Wave ™
(4200, 3100, 1200 series) Enterprise Firewall Solutions Q4 2024

Cloud native Encrypted traffic at scale

Firewall price-performance leader
Top to bottom

— Branch ——— Campus —— Data center

200 Series 1200 Series 3100 Series 4200 Series 6100 Series Public/Private

1 Model 6 Models 5 Models 3 Models 2 Models 20+ cloud variants
sl [}

Firewalling + IPS Firewalling + IPS Firewalling + IPS Firewalling + IPS Firewalling + IPS

AI— M— MI— MI—
Up to 1.5 Gbps Up to 18 Gbps Up to 45 Gbps Up to 140 Gbps Up to 400 Gbps

ession ID: PSOSEC-1026
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Cisco Encrypted Visibility Engine

Visibility to malicious flows in encrypted traffic without decryption

Machine learning Processes 1 B+ Processes 10 K+
(ML) technology TLS fingerprints malware samples daily

Talos Incident Response Retainer Services

Learn more at http://cs.co/TalosIRServiceDescription

Proactive

IR Plan and/or Compromise
Playbooks Assessments '__Y
Assessments:

IR Readiness
Log Architecture

Tabletop
Exercises i e <
Cyber Range ‘ Intel on
Training Demand

Preparin‘
', | o

Threat 24x7 Emergency
Hunting Incident Response
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Cisco DORA Advisory and Assessment Service

Security Architecture
Assessment

alaln
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Know where you stand by discovering,
prioritizing, and addressing shortcomings
and gaps

Understand your current level of security
maturity in your ICT

Know the gaps in your security
architecture

Understand where you can maximize
your security investments

© 2024 Cisco and/or itsaffiliates. Al rights reser ved.

Threat Modeling

Comprehend the threats your business
faces and potential impacts

Recognize the key functions and assets,
and data to discern how these threats
could affect important business services

Know and understand mitigative and
detective controls that are needed

Establish necessary controls to mitigate
them

Red Teaming Threat
Simulation

Know the real-world attack scenarios
your business faces

Know the effectiveness of your security
control layers in preventing and limiting
breaches

Identify weaknesses to strategically
prioritize future investments

Strengthen internal security teams'
response with insight gained
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