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Jak může Cisco pomoci s DORA co+.liance
DORA pilíře

K

\ízení rŝzŝŬ
��


,ůĄƓení ŝnĐŝĚentů
��



esto%�n� di�it�ln� 
pro%ozn� odolnosti 

\ízení rŝzŝŬ tƎetíĐŚ strĂn 
% o�lasti ��


�d�len�
informac�

J< 5- L< 6- N<
Vedoucí pracovníci finančních 
subjektů musí definovat, provádět 
a dohlížet na strategie rizik ICT a 
zajistit dodržování předpisů DORA 
a osobní odpovědnost.

Finanční subjekty musí 
+onitorovat: )lasifi)ovat a $l�sit 
incidenty IC� a .od�vat .odrobn! 
8.r�vy o
kritických případech.

Podporuje bezpečný přístup 
třetích stran, posouzení rizik a 
průběžné monitorování aktivit 
poskytovatelů.

DORA klade důraz na řízení rizik 
třetích stran a vyžaduje, aby 
finanční subjekty zajistily, že 
poskytovatelé ICT ​​splňují přísné 
standardy<

Finanční subjekty se musí učit z 
incidentů v oblasti ICT a mohou 
dobrovolně sdílet
infor+ace o $ro8b�c$
a zároveň chránit citlivá data.

Cisco XDR: Sec3re �et5or) 
�nalytics: DUO: Sec3re
�ccess: Sec3re �ire5all

Cisco XDR: Sec3re �et5or) 
�nalytics: �alos Incident 
Res.onse

Cisco XDR: Sec3re �et5or) 
�nalytics: Sec3re �ccess: 
Sec3re �ire5all: �alos 
Incident Res.onse

Cisco XDR: Sec3re �et5or) 
�nalytics: DUO: Sec3re
�ccess

Cisco XDR: Sec3re �ccess

�o+�$� organi8ac&+
identifi)ovat: +onitorovat a
zmírňovat rizika ICT pomocí
Integrovaných bezpečnostních 
řešení.

Usnadňuje rychlou detekci, 
klasifikaci a zefektivněné hlášení 
incidentů ICT příslušným úřadům.

Umožňuje komplexní
testování systémů za účelem
.oso38en& 8ranitelnost&
a .os&len& .rovo8n& odolnosti< 

Podporuje bezpečný přístup 
třetích stran, posouzení rizik a 
průběžné monitorování aktivit 
poskytovatelů.

Podporuje bezpečnou
s.ol3.r�ci a efe)tivn& sd&len&
údajů o shodě s předpisy.
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CISCO XDR

Unify visibility 
regardless of 
vendor or vector
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Co+.le6ity: si+.lified 5it$ an �I–first XDR  

Cisco XDR �latfor+

NII t$reat researc$ers S �I?.o5ered algorit$+s

500
threat researchers

AI
powered algorithms

�..sClo3d�et5or) �nd.oint �+ail Identity

�$ird?.arty 
tele+etry

Cisco �ele+etry

SI�
=SO�R

Ot$ers

�$ird?.arty tools

Intelligence

�o3r infrastr3ct3re

�$ird?.arty 
interface


anaged 
services

�I?.o5ered 
detection

�$reat $3nting: 
investigation: forensics Res.onse

�o5er of analytics
Clear .rioriti8ation 5it$ be$avioral analytics 

and identity first .latfor+   

�o5er of �I
�3to+ated .layboo)s and res.onse g3idance accelerated 

5it$ �enerative �I assistant 

�o5er of data 

3lti?vector detection 5it$ 3n+atc$ed data across 

$3+ans: +ac$ines: and services 

AI

User 
Interface

CISO

SOC Director

SecO.s �nalyst 

Incident Res.onder
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�ec$re 	et&ork Anal(tics

See 
every conversation

Understand 5$at is 
nor+al

�e alerted to
ano+alo3s be$avior

�no5
every entity

Res.ond to 
t$reats /3ic)ly

�d+in Data center�et5or) UsersRoa+ing Users

Clo3d�ranc$
	�
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Cisco Sec3re �et5or) �nalytics
Use t$e net5or) as a sec3rity sensor

Co+.re$ensive 
visibility

�dvanced t$reat 
detection

Strea+lined incident 
res.onse

�3ll net5or) visibility 
5it$ enric$ed conte6t3al 

insig$t


3lti?layered analytics 
for $ig$?fidelity t$reat 

detection

�3to+ated res.onse for 
ra.id t$reat contain+ent

F K IKM   Cisco and=or its affi liate s< �ll ri g$ts  re se rved<   Cisco Confidential Cisco Sec3rity 

?

Cisco Sec3re �et5or) �nalytics
Use t$e net5or) as a sec3rity sensor

Co+.re$ensive 
visibility

�dvanced t$reat 
detection

Strea+lined incident 
res.onse

�3ll net5or) visibility 
5it$ enric$ed conte6t3al 

insig$t


3lti?layered analytics 
for $ig$?fidelity t$reat 

detection

�3to+ated res.onse for 
ra.id t$reat contain+ent



60

F K IKM   Cisco and=or its affi liate s< �ll ri g$ts  re se rved<   Cisco Confidential Cisco Sec3rity 

?

Safer for everyone

odern �ero �r3st �nforce+ent

�isco �ec$re Access
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odern& přístup oc$rany IC� .o+oc& )onvergovan! clo3dov! služby .ostaven! na 
.rinci.ec$  �ero �r3st

�isco �ec$re Access


ost co+.lete sec3rity service edge @SS�A sol3tion 
accelerates yo3r S�S� (o3rney

Cisco
Sec3re �ccess

Re+ote 3sers


anaged and 
3n+anaged devices

Internet

SaaS a..s

�rivate a..s�ro+ any5$ere �o anyt$ingOn �re+ise: Users: Devices 
D �$ings @IO�A
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�o beyond core Sec3re Service �dge @SS�A to better connect and .rotect yo3r b3siness
�isco �ec$re Access

B Incl3ded in t$e 3nified e6.erience = se.arate license @o.tionalA

CS�


�ire5all as a 
Service @��aaSA 
and I�S

Sec3re �eb 
�ate5ay 
@S��A

Clo3d �ccess Sec3rity 
�ro)er @C�S�A and 
D��

�ero �r3st 
�et5or) 
�ccess @���A

Cisco delivers the core and more in a single subscription…

Core SS�

D�S
Sec3rity

Re+ote 
�ro5ser 

IsolationB


3lti+ode 
D��

��� as a 
Service

Sandbo6�dvanced 

al5are 

.rotection

�alos �$reat 
Intelligence

Digital 
�6.erience 


onitoringB

�dd?on sol3tions

SD?��� XDR DUO 
��=
SSO
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	e't.�eneration �ire&all

�erimeter a�d #o�e �irewalli�g

�rice?.erfor+ance leader
Ins.ected t$ro3g$.3t 

@MKII: LJII: JKII seriesA
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�$e �orrester �ave �
  

�nter.rise �ire5all Sol3tions �M KIKM 

Clo3d native �ncry.ted traffic at scale
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Integrated 
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KII�b.s 
.er rac) 3nit


od3lar 
scalability

�isco �ec$re �ire&all 7433 �eries
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for �I data centers
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F KIKN Cisco and=or it s affiliates< �ll r ig$ts reserved<  Cisco Confidential

Cisco �ncry.ted �isibility �ngine


ac$ine learning 
@
�A tec$nology

�I

�rocesses J �S 
��S finger.rints

�rocesses JI �S 
+al5are sa+.les daily

�isibility to +alicio3s flo5s in encry.ted traffic 5it$o3t decry.tion

F KIKN Cisco and=or it s affiliates< �ll r ig$ts reserved<  Cisco Confidential

Si+
3lating

	3nting

�r
ai

ni
ng

�r
e.

ar
in

g

IR �lan and=or 
�layboo)s

�ssess+ents;
IR Readiness
�og �rc$itect3re 

�ableto. 
�6ercises

Cyber Range 
�raining

�3r.le 
�ea+

Co+.ro+ise 
�ssess+ents

�$reat
 	3nting

�alos Incident Res.onse Retainer Services

Intel on 
De+and

KM6P �+ergency 
Incident Res.onse

Reactive�roactive 

�earn +ore at $tt.;==cs<co=�alosIRServiceDescri.tion 

F KIKN Cisco and=or it s affiliates< �ll r ig$ts reserved<  Cisco Confidential

Si+
3lating

	3nting

�r
ai

ni
ng

�r
e.

ar
in

g

IR �lan and=or 
�layboo)s

�ssess+ents;
IR Readiness
�og �rc$itect3re 

�ableto. 
�6ercises

Cyber Range 
�raining

�3r.le 
�ea+

Co+.ro+ise 
�ssess+ents

�$reat
 	3nting

�alos Incident Res.onse Retainer Services

Intel on 
De+and

KM6P �+ergency 
Incident Res.onse

Reactive�roactive 

�earn +ore at $tt.;==cs<co=�alosIRServiceDescri.tion 



67

F K IKM  Cisco and=or i ts a ffil iates < �l l rig $ts  reser ved<  

Cisco Confidential

Cisco DOR� �dvisory and �ssess+ent Service 

Sec3rity �rc$itect3re 
�ssess+ent
• �no5 5$ere yo3 stand by discovering: 

.rioriti8ing: and addressing s$ortco+ings 
and ga.s

• Understand yo3r c3rrent level of sec3rity 
+at3rity in yo3r IC�

• �no5 t$e ga.s in yo3r sec3rity 
arc$itect3re

• Understand 5$ere yo3 can +a6i+i8e 
yo3r sec3rity invest+ents 

�$reat 
odeling
• Co+.re$end t$e t$reats yo3r b3siness 

faces and .otential i+.acts

• Recogni8e t$e )ey f3nctions and assets: 
and data to discern $o5 t$ese t$reats 
co3ld affect i+.ortant b3siness services

• �no5 and 3nderstand +itigative and 
detective controls t$at are needed

• �stablis$ necessary controls to +itigate 
t$e+

Red �ea+ing �$reat 
Si+3lation 
• �no5 t$e real?5orld attac) scenarios 

yo3r b3siness faces

• �no5 t$e effectiveness of yo3r sec3rity 
control layers in .reventing and li+iting 
breac$es

• Identify 5ea)nesses to strategically 
.rioriti8e f3t3re invest+ents

• Strengt$en internal sec3rity tea+sC 
response ​ǁith insight gained
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