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= PFiprava projektu

= Valida¢ni plan

= Vybér dodavatele

= Hodnoceni systému a Analyza rizik

= Prubéh zakazky
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Priprava validovaného projektu

= Tymova prace - Multidisciplinarni dloha
= Jisténi jakosti, Vyroba, IT oddéleni, SME, Spravce budovy, udrzba...
= URS

= Definice, popis systému, pozadavky na systém
= Mozna spoluprace/vyjadreni dodavatele

= Posouzeni pocitaCového systému/dat - System Impact Assessment (Initial Risk Assessment)
= Prvotni posouzeni a analyza PS

= Vhodné tvofit sou¢asné nebo bezprostfedné po URS
= Mozné propojeni s jednotlivymi pozadavky LTy ST T WS Bueids?

+ Whatis the overall impact of the system?
* Identiy risks to specific requirements
+ Define controls to reduce risks.

= Posouzeni vlivu a dopadu systému na firemni procesy ok
onsider
= Jsou procesy/data GxP relevantni?
= Jak jsou procesy/data GxP kriticka?
= Rozdéleni systémU na dil¢i ¢asti / procesy -
= Kilasifikace systému dle GAMP kategorii (HW/SW category)
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Priprava validovaného projektu

= PFiklad URS s uréenim dopadu (GxP relevance)
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|- Users are created on ste - anly emergency access.

Software - M - User management

|- Five userroles must be providedto which rights can be assigned
|0- Obsenver (without operating ihts ang wiiout password)
[3-Operator

70501.067 o103 3790 6P retevant [suppier
17~ Supenisor
Software - M - User management o~ Agministrator
Software - M - User management 70501067 00104 loxP reevant [suppter
Software - HMI - User management 70501-087 00105 6P relevant [Suppler
342023 [Software- HMI-Data 70501.088 001 INo caching of process data 6P rlevant |suppier

Software. HMI - Data 70501088 002 6P retevant [suppler
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Analyza rizik

+ What are the overallrisks to the business?
+ System GxP Determination

Whatis the overallimpact of the system?
+ Ave more detailed risk assessments required?

= Functional Risk Assesment

= Pouziti v riznych fazich projektu
= FS,DS...

= Typy Rizik
= GxP
= Environment, Health and Safety (EHS)
= Business rizika

+ Identiy risks o specific processes.
+ Identy risks to specific functions.
+ Define controls o reduce risks

‘Source: Figure M3.7, GAMP W ISPE org

= Hodnoceni a Fizeni rizika pro jakost je zalozeno na védeckych znalostech a zkuSenostech s
posuzovanym procesem a je spojeno s ochranou pacienta

= Funkce a architektura systému a pozadavky na systém (data)
= Regulatorni pozadavky

= Projekt (harmonogram) business

= Posouzeni dodavatele

= Vhodny nastroj k definovani rozsahu testovani a validaci

N BLOCK
Metody fizeni rizik

= Vyvojové diagramy, kontrolni listy

for I
m an Out-of-Control Process

T Yes (0 No Are there differences in the meas-
urement accuracy of instruments/
methods used?

0 Yes O No  Arethere differences in the methods
used by different personnel?

+ 0 Yes 3 No  Isthe process affected by the environ-

ment, e.g., temperature, humidity?

operace @ Yes O No Has there been a significant change
in the environment?

A

Operace

T Yes O No Istheprocessaffected by predictable
conditions? Example: tool wear.

T Yes O No Were any untrained personnel in-

Rozhodnutib—Ne»| Akce volved in the process at the time?

T Yes T No Hastherebeenachangein thesource
for input to the process? Example:
raw materials, information.

A Yes T No s the process affected by employee
fatigue?

V)'/sledek M Yes 3 No  Has there been a change in volicies

'5




Metody fizeni rizik

Procesni mapy
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Metody fizeni rizik

= SWIFT — (Structured What-IF Technique)
= 1. Systémy a podpuUrné systémy
= 2.,Co kdyz"“ scénatf, priciny, dusledky
= 3. Kontrolni prvky a bezpe€nostni opatreni

= 4. Doporuceni

Tabulka-¢.1.1—Prostorové-integrita-kontejnmentu
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Doporuceniit

1.Porueni-kontejnmentust | Unik- i lacin

Odpady-vpod: sst-d X

pro-ter

vzduchu-do-BSL-3-mistnosti.q
Vyhnout:se-vodnim-uzévérim-odpadech.i

P pn "

2.Porugeni-kontejnmentus| Presun-
personalu/materiélu-pfes-
sprchu-bez-sprchovani-po-
Gniku-(vyroba/tank-na-
dekontaminaci)it

projektup:
nemoze-uniknout-jinak nezpres-
propust-se-sprchou.i

P postupu-sp!

poskozené-kabelové-a:
potrubni-spojer

3 kontej Unikze zasobniku-p Sitentinfekd N/Ax Progkolit-personal-postupu-sprchovani.i
termalni-
2.0nikvzduchux Trhliny,-chybgjicitésnéni,, | Siteninfekeniho-materialux | N/AR Provadétkontrolu-tésnosti-mistnosti.{

Provadét test-poklesu tlaku-ped-
zahajenim/pravidelné/po-odstévkach.q
e 2 PO

P P! pl

béhem-roéni-Gdrzby/odstavky.q

Test-poklesu-tlaku-provédét-napf.-podie-
& dardu-z°roku-2014.n

Metody fizeni rizik

= FMEA (Failure Mode Effect Analysis)
(S — Severity)
(O - Occurence)

(D - Detection)

= Stanoveni zavaznosti
= Stanoveni pravdépodobnosti
= Detekovatelnost

= Pfifazeni Skaly napf. 1 -5

= Urceni priority (RPN =S * P * D)
= RPN = Risk Priority number

= Stanoveni limitu pro RPN
= RPN > limit (T) => opatfeni

RPN mira rizika vady
28 -125 vysoka
9- 27 stfedni

1- 8 zanedbatelna
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Metody fizeni rizik

= FMEA (Failure Mode Effect Analysis) — ISPE Guide

Table 12.1: Risk Rating Criteria Definitions

(Example of scoring tables as used for the assessment example above)
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Table 12.2: Risk Thresholds for Severity and Likelihood of Occurrence

Severity of Risk

Rating | SEVERITY of the effect of Likelihood of Ability to DETECT the
failure failure o 1 3 5 7 )
H
9 Severe - serious impact to QA of | Frequent - failure is almost Absolutely uncertain existing § Insignificant Minor Moderate Major severe
the output of the system/ inevitable. Consistent failures controls cannot detect the 3 | 9 Frequent Medium Medium
equipment, Impact to final observed (e.g., once a week) failure. No controls ara in place S8 [7-Liey Mediom
product quality attribute. 3 Fw—— — =
7 Major - significant impact to QA | Likely ~ failure is likely and will Remote ~ remote chance that 2 3~ Unikely R e
of the output of the system/ occur in most circumstances. controls will detect the failure. 2
equipment. Possible impact to Repeated failures observed (e.g., | A control may be in place but is — | 1-Remote Medium
final product quality attribute. once a month). untested or unreliable.
5 Moderate — possible impact to Occasional - failure is probable | Moderate — a moderate chance Table 12.3; Risk Thresholds for Risk Assessments with Three Retings
QA of the output of the system/ at some time and has been that the control will detect the Detection
equipment. No impact to final observed (e.g., once a year) failure.
product quality attribute. H Risk Level 1 3 5 7 9
2 | from Table 12.2 Almost High Moderate Remote. Absolutely
3 Minor ~ minor impact to QA of the | Unlikely - failure could occur at High ~ very likely that the control 3 Certain Uncertain
output of the system/equipment. | some time. Only isolated will detect the failure § P pr
No impact o final product quality | incidents observed (e.g., once 8 o m
attribute. every 5 years). 3 [ Medum Medium
1 Insignificant ~ no impact to QA of | Remote ~ failure is extremely Almost certain ~ the control will & [Low Medium Medium
the output of the system/ uniikely. No history of failure. detect the failure in almost every
equipment. No impact to final instance.
product quality attribute.
3
, . BLOCK
GAMP 5 — Analyza rizik
. ; f Perform Initial Risk Assessment
= |ISPE GAMPS5: A Risk-Based Approach to Compliant Step 1 :
GxP Computerized Systems and Determine System Impact
= Appendix M3 Science Based Quality Risk Managment
Step 2 Identify Functions with Impact on Patient
. . . . S . . Safety, Product Quality, and Data Integrity
= Nastroj pro identifikaci rizik pro pacienta, kvalitu
produktu a integritu dat
Step 3 Perform Functional Risk Assessments
. . s oo , . . and |dentify Controls
= Nastroj pro zjisténi pozadovanych rozsahu validace
= Nastroj pro pouziti ve véech krocich Zivotniho cyklu Step 4 Implement and Verify Appropriate Controls
= URS - Initial Risk Assessment ,
= FS, DS - Functional Risk Assessment
Step 5 Review Risks and Monitor Controls

Source: Figure M3.1, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, ® Copyright ISPE 2008.

Al rights reserved. www ISPE org.




Metody fizeni rizik

= FMEA (Failure Mode Effect Analysis) — GAMP 5

Probability

Low
Medium
High

Severi

High

Low

Medium

Risk Class 1

Risk Class 2

Risk Class 3

Severity = Impact on Patient Safety, Product Quality,
and Data Integrity (or other harm)

Probability

= Likelihood of the fault occuring

Risk Class = Severity x Probability
Source: Figure M3.5, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008. All rights reserved. www.ISPE.org.

Detectability

High

Risk Class

Medium
Low
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High Risk Priority

Medium Risk Priority

Low Risk Priority

Detectability = Likelihood that the fault will be noted before

harm occurs

Risk Priority = Risk Class x Detectability

Metody fizeni rizik

= FMEA (Failure Mode Effect Analysis)
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Metody fizeni rizik

= FMEA (Failure Mode Effect Analysis)

4. Overmolding
No. Type of the error/ Error Consequence Error Cause Prevention Measure z z sees [ Other Remark
mistake & g 3 Testing. messures.
: i |y
g é_ e | B AR
H HHEHA
|2 HHHHH £
& ‘tool breakage: s 3 3 =
e v o E—
42 inserted part |standstill 5 2 2 20
42 lovermoided |specification parameter(s) : 3 “
507 and varng P 2 P EREOCOEOEEDED -
44 |moites |specification |parameter(s) s : 3 =
e e R -
= Jowom PR s T [
= oo — SR, . T T
s RN
47 |parameter(s)
P T e R -
h |parameter(s) s : 3 B
- : s R
s NERE I T
419 |swchedon |specification s 3 3 S
il |parameter(s) s 2 2 =
o i i -
412 possible |parameter(s) s 2 2 =
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Metody fizeni rizik

= FMEA (Failure Mode Effect Analysis)

Risk analysis for devi Isolator Z\_ Attachment No.1 301116/RA1.2BT-R
Impact assessment EEE ‘";’gﬁ;" ENER) Risk reduction Actions. Verification Final Risk Results
Riskcode | potentilfalure mode | Potential effect o falure | potentialcauses | sev | occ | OET | RPN | Measures and Controls Other Actions FaT | saT| 10 | 0a | Pa Other occ | oet | ReN Comments
Incorrect installation, W | No data storage, inability Checking the installed 05 Computerized System
1] @s
w1 errors to control the device | _"coTectnstalation | 5 | 2 | 3 @0 and system logs Sl el Ml Validation a
Incorrectly displayed Screen check and
SW2 | values on the screens, or [ F2UI% O MISSIg CONIOIS | ooy prooramming | 5 | 2 | 3 (a0 | [oopcheckio%of x| x| x| x Computerized System |, |, gyg
elements on screens elements from each Validation
missing control elements
screen
swa | Devicesoperationmodes | o b tinction | incorrect programming | 5 | 2 x| x| x| x Computerized System | |
are performed incorrectl Validation
Improper access settings, | Endangering the stabilty
i
swa | endangering the system | and reliabiity of the | Incorrect system settings | 5 | 2 Control of access rights x x| x| x “””"“V‘;‘:”“js‘e’“ 11 @s
and data in the systém system as a whole
comeatintoscaoa | SRS ERET0 N Chekingptem Computertzed tem
sws | system:incorrect  [*¥Stem nabiltytocontroll ooy incraiation | 5 | 2 | 3 (@0 85y x| x| x s ¥ 1] @s
‘the device from SCADA messages, wiring Valdation
installation, SW errors. .
stém
awa | W mproper nstallation | _inabity toperform | Incorrect msalltion, | ¢ | . | , ggao Checking system Tl Computerzedsystem | | | |
and functionalit wiring, device failure messages, wiring Validation
Fallre tosave data, | |1
2| rorsincommuraton | Sommuncatonerrs | \RPCCES || | gy || cmotapen w o[ |x| | commmemeasmen || g
(mpossiitytocontrol | “gonE S EAE ges, control p
evice elemens
Faiure to save data,
i
Errors in network communication errors | 'MProper nstallation, Checking system logs, Computerized System
Hw3 wiring, equipmentor | 5 | 2 | 3 @0 x| x| x| x 1] @s
communication (impossibility to control checking system messages| Validation
component defects
device elements)




Validacni plan (VYR 32 dopinék 15)
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= Kli¢ové prvky programu kvalifikace a validace daného pracovisté museji byt jasné definovany a
zdokumentovany v fidicim planu validace (Validation Master Plan, VMP) nebo v odpovidajicim

dokumentu.

= VMP nebo odpovidajici dokument definuje systém, kvalifikace/validace a zahrnuje informace minimalné

o nasledujicich bodech, nebo na né odkazuje:
= . Kvalifika¢ni a valida¢ni koncepce

= ii. Organizaéni struktura, v€etné roli a odpovédnosti za €innosti kvalifikace a validace

= il
= iv. Rizeni zmén a odchylek pro kvalifikaci a validaci

= v. Pokyny ke stanoveni akceptacnich kritérii
= Vi
= Vil

Odkazy na stavajici dokumenty

Prehled prostor, zafizeni, systému a procest daného pracovisté a stav kvalifikace a validace

Strategie kvalifikace a validace, v€etné pripadné rekvalifikace

= U velkych a komplexnich projektl nabyva planovani vétsiho vyznamu a samostatné plany validaci

mohou zvySovat jasnost.

Validacni plan
= VP - Validation plan

= Obsah
= Uvod, tcel dokumentu
= Proc a jaké validacni aktivity budou provedeny
= Odkazy na relevantni GxP dokumenty
= Normy, pfedpisy, guidy, interni smérnice
= Koncepce, pfistup k validacim
= Formaty a rozsahy dokumentace
= Organizace a odpovédnosti — validaéni tymy
= (dodavatel/uzivatel — matice odpovédnosti)
= Prehled prostor, systémd, zafizeni a procesu, které maji byt
validovany
= Navrh rozsahu testovani a akceptacnich kritérii
= Jak budou testy provedeny — metodiky
= Kontrola zmén
= Harmonogram
= Odkazy na stavajici dokumenty, plan jejich zmén
= Pozadavky na personal
= Pozadavky na vybaveni

755D ion-f ion-Q
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(0Q),-Performance-Qualification-(PQ)Y

The qualification protocol will determine-f|
« - Purpose-of-qualificationf]
« - Subjectof qualification{]
« > Qualification team|
« - Listoftests-including-acceptance-criteria]
« - Qualificati T
o - Testforms
« - Required-documentation{]
« - Required-equipment]
1

The qualification report will-contain:{]
« > Qualification result]
« > Summary-and-evaluation-of results]

n i Q
(1Q),-0

« > Comments: on- any- found- deviations: and: draw- the: necessary: conclusions, including-

9
« - Filled test forms, source-data, tables, graphs, diagrams, drawings...q

« = Copi
- KONEE Stranky-—— ]




Validacéni plan - ukazky

1
" 7.2- Scope-of-Qualification-ActivitiesT
Overview-of-qualification-activities for-sep bject(s)-is-shown-in the Table-below. ]

1
Table-1:-Qualification-Matrix{|
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*7.1- Qualification-policyl

q ot o gui performing-qu

Qual.- | Validation-object Qualification-phase/-responsibilityn
1Da

9 ipter 6 -Reg
VelaLabs" approach- to- qualification- and validation- activiies- also- follows- SOP*000459: — Validation:
Master Plan, SOP*000129 — Equipment Qualification §

o | [ o | o 1
_ _ DQo | FATISAT: lan oay Pl The- content: of- specific- qualification- steps- performed- by- BLOCK- will- be- approved: by- VelaLabs:
Q22- Sterility test-isolator- YES /- YES /- YES /- YES /- ‘ YES /- beforehand, to-ensure compliance with the £U regulations, 1SO 14644, GAMP5, ISPE recommendations:
011= 1ZV-11132= BLOCK= BLOCK= BLOCK= BLOCK= BLOCK= ;nd other regulations.§
Al 1
= Preliminary-scope-of-quallfication for CS | 1
” Design-qualification{DQ)
ot sy bt ropundle
e ot e T e
 performs user authorization 1 . Testing/FAT/SATY —
ol
e | o s amarse Gt U e
connecti ol haratonen Installation qualification{IQ)] *
e somsseg 7 S
s ot 0 com oy o]
i oo ST | enens R o M ol
. lements: dentiies. Indicate. Records = Operationalqualification{0Q)q
— et e,
Verfiation of functions. procsssing: and| . ‘change, can't-enter-a-value-outside: the
e
Performancequalification{PQ)§
e ——
Recog o massustvaschots | oeear mosseme paemonr o VAL
e
[ r————
Verification of extemal data backups to- an- external- backup- server- shouid- bef 1
Gemonstatod Note:| X -
Computershutdown would not- affect- the = - ppropr it Pl \T-may-
be-performed-during1Q/0Q
Stmondomaosatiotes  |sae o . i en e
ot ants sown. .t gt
Jep————— py—
o]
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Vybe r a kvalifikace dodavatele clean fioom soleions
= Pfistup na zakladé analyzy rizik s ot sty et [ [ o
= Komplexnost, kritiénost systému... impiemented?

= Hodnoceni dodavatele / Vybérové fizeni
= ZkuSenosti s dodavatelem
= ZkuSenosti dodavatele se systémem
= Reference na dodavatele

= Audit u dodavatele
= Systém jakosti dodavatele
= Projektovy managment dodavatele
= Nastaveni kontrol, interniho testovani

= Personalni kapacity
= Kuvalifikace, $koleni zaméstnancl

1509001:2016 - Quality Management System

3
ceryfcte and exiydate
| 150 9001:2016- quaity Management ystem (30.11.2026)

e certicatefs)

s
procedures/insructions?

6
responsiiltesforkey personnel?

7

please ndicatethe date of the lost audit?

.cy a Vs

.
audts?

.
| company accptan aud by apponted sudtors?
o k S

|1 ES.

[ e

10
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Vybér a kvalifikace dodavatele

= QPP — Quality and Project Plan (QPP — GAMP 5)
= ,Odpovéd” dodavatele systému na pozadavky definované v VPM/VP, URS

= Quality plan
= Pozadavky uZivatele ohledné kvality a jejich pIinéni dodavatelem
= QMS dodavatele

Rizeni rizik

Reporting

= Dokument managment

= Change control

= Project plan
= Popis projektového tymu (popis €innosti, zodpovédnosti...)
= Zplsoby komunikace
= Harmonogramy, milniky
= Aktivity v projektu dodavatele (Designe Review..)
= Rizeni subdodavatelli

. . BLOCK
Projektova dokumentace

= Projekty a zménové Fizeni
= Dokumentovani a fizeni zmén v kazdé fazi projektu jsou nedilnou souc¢asti GxP pravidel
= Dulezité je:
= Znat dlvod zmény (zmény musi byt pod kontrolou)
= Znat rozsah a vliv zmény ( konzultace s projektantem a posouzeni vlivu na ostatni profese/€asti
projektu/funkce systému)

= Zmény projednat a toto zdokumentovat

= Podklad pro IQ
= Dokumentace skute¢nych stavi (,As Built”)
= Realiza¢ni projekt s ruéné zakreslenymi zménami (,red pen®)

= Pozor na chybéjici technické specifikace v projektu skute¢nych stavli (MaR — monitoring)

11



Validace

= Pfedpoklady pro uspésnou kvalifikaci
= Dodrzeni vSech pravidel a predpist
= Kvalitni zadani (URS)
= Identifikace kritickych parametrd systému/procesu
= Dokonala znalost/poznani procesu/systému/zafizeni (AR)
Plan (VP, VMP)
= DQ, FAT, SAT
= Rizeni zmén v celém Zivotnim cyklu zafizeni
= Dostatek ¢asu pro kvalifikace
= Tym, vymezeni odpovédnosti

= Dostate¢né a spravné podklady
* Projektova dokumentace (FS, DS, realiza¢ni projekty, projekty skute¢nych stavu..)
= Dodavatelska dokumentace (navody, certifikaty, kalibracni listy, revize, vystupy z testovani..)

BLOCK
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Design Review

= Design Review / Design Qualification
dokumentované ovérfuje:

BLOCK
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= PInéni jednotlivych pozadavk( URS [

Requirements w0

Uwagi/Note | Deserption ofthe change

= Kontroluje spravné pochopeni dodavatelem

jednotlivych pozadavki URS/legislativy

= Vypracovava uzivatel nebo dodavatel

= Vhodné provadét jiz od faze poptavky nabidky

(prvni specifikace)

= A pak nezbytné v dalSich krocich — Funkéni

specifikace, HW/SW specifikace, Designova
specifikace

= Zaveér, odchylky jejich hodnoceni a feSeni
pred dalSimi validaénimi kroky

= Forma:
= Tabulka
= Textovy posudek”

= Checklisty (napf.: 21 CFR Part 11 Compliance
Checklist)

12



: : BLOCK
Design Review

= Ukazka DQ ve fazi FS s propojenim na pozadavky URS
" BLOCK

ez Validation-Reporta paf>] u
B u s o N
=
= {sequencdq o = [ Evaluation= 3
'::g’: number-of “mq tof Requirement Description=: T:ge g HIR] ‘Comments-(Reviewed-Doc.No. fevision)s =
the req 5| 414
3.4.29.2softwaren i
3.4.29.2.1{Software ~HMI - SCADAR
AW & SW Speciication IZV10121—1.6/B.1 a
70501066{ 001 5 [-tocal SCADA system--inciuding into Hiix Tecnd B [} [{Chapters- perior.systemf]
SCADA system of user &
FW-8 SW Specifcation [ZV10121 -1 6/8 1 s
70501-066 " oot.01= [to-English-optional)= Tecns B B O System- allows- to- choose- language- between- Czech- and|
glsh =
W & SW Specication IZV10121—1.6/8.1 s
- Chapter 3.2.1 HMItouch-panels
Displayed information:
70501086 m | 001020 [-{he visual o echs| R [3{ [ ~Actual operating motte  Processed recipe {
«-Parameter-seftings and values
~-Actual process parameters f
- Alarms and warningss
- |~ he- indwidual visuaiizafion- screens- must bd L a
70501-066 001.0% jorganized-into-logical-unitsx Techd B O] O
AW & SW Speciicalion IZV0T21—1.6/8.1 o
=-Chapter-4.1-User-authorizations{
The- system: requires: an- access. authorization-to-perfor
Tosorase| | conoss -EEEESS o dence contot ancnaviuat o el | [ ) y o
prompled {0 l0g
aclion can-be- performed. Inactive: users- are- logged. ou
automatically- after- 15- minutes. (configurable- parameter)
Table 7 User groups and their rightss
3.4.29.2.2/Software ~HMI - User management:

e . BLOCK
P ru be h Za kaZky Clean Room Solutions

= Aktivni pFistup dodavatele i uzivatele
= Pravidelné tymy, kontrolni dny, reporting...
= Konzultace a fizeni zmén
= Prubézné ,simulace”, kontrola a ovéreni dil¢ich prvka

= Vy$Si Investice” do GUvodnich krokd (RA, DR, DQ...)
vyrazné snizuje riziko problému béhem kvalifikaci

= Snazit se pro validace pIné vyuZit:
= Interni testovani dodavatele (SW Review)
= FAT

" SAT Work as a team or YOU'RE FIRED!

= Dokumentovana zménova fizeni revizi URS, RA... TEAM, TEAM, TEAM! ©

= Sledovat pozadavky a jejich pInéni/kontrolu (Tracebility matrix)
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